t-WeDbFilter

The most advanced Web content filtering software available.
Seriously.

bt-WebFilter

How Serious Are You About Your Internet Security?

Every day new Web-based threats add to our already
demanding business environments.

The greatest Protecting any organization that relies
threattodayis o Internet access to conduct business
from the Internet. Malicious
code writers have become has become more difficult, because
increasingly devious in their . . .

N along with those increasing
ability to access company
networks, and wreak havoc threats, comes an increasing
within. i i )
number of choices in security

—Tom Ridge,
Homeland Security

software. Your choice is no
longer important to your or-
ganizations’ protection—it is critical.

All Web filtering software blocks pornography, gambling
and other inappropriate content—but not all block mali-
cious code, spyware and pop-ups. Burstek’s btWebFilter
allows you to set and enforce policies with respect to threats
like bandwidth-intensive streaming media, malicious mobile
code, Phishing sites and adware—all serious threats to your
organization’s productivity, resources and security. These

threats require a serious commitment to security in order to

protect your enterprise, and a serious solution: bt-WebFilter.

As the only Internet filtering application designed exclu-
sively for Windows 2000 and above, Burstek’s bt-WebFilter
enables IT administrators to think differently about enterprise
Internet content filtering. For the first time, you can protect
your company from the latest Internet threats and positively

impact the core area you're concerned with:

- Employee Productivity
- Network Security

- Legal Liability

- Network Resources

Because bt-WebFilter was designed specifically for
Microsoft servers, you avoid all the headaches associated
with cross-platform integration. The application is designed to
be setup once. All the processes are automatic, utilizing true
Active Directory, Replication of settings across multiple
servers, Remote Management, and Auto-update.
With fast, easy implementation and true
“maintenance-free” operation, it’s no wonder FH’ i
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bt-WebfFilter is the ISA Server.org Editors’ Pick!

Assess and Address Your Internet

Did You Know ?

" Over 90% of internet connected computers
are infected with spyware.

¥ Phishing attacks increased by over 1200%
in 2004.

= Over 50% of the files accessed through Warez
and other P2P sites contain some sort of
malicious code.

" 67% of nonHIT employees admitted to
downloading from the network at work.

Is Your Organization Experiencing...

= Network slowdowns from spyware or illegal
P2P file-sharing?

" Federal investigation from illegal file sharing
such as movies or music?

" Legal liabilities from pornography or other
offensive material, downloaded by employees?

= Spam hombardment from employee
engaged adware?

" Employees “hijacking” the company
network resources for personal use?

= Company information appearing on nor-
company Web sites?

Security Issues:

" Block destructive banner/pop-up ads.

" Eliminate the legal risks from illegal file sharing
and downloading.

= Virtually eliminate the risk of mobile malicious
code attacks, including virus, Trojan horses,
and worms.

u Block spyware transmissions to host sites,
preventing sensitive data outflow.

= Eliminate the legal risks from employee expo-
sure to inappropriate content.

 Protect your most valuable resource...your
employees.
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The most advanced Web content filtering software available.
Seriously.

As the only Internet filtering application 7 i 6 d | bt-WebFilter acts as a plug-in for
designed exclusively and specifically for _ i L L MS ISA Servers, or as a standalone release.
Microsoft server technology, bt-WebFilter e o
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offers robust functionality with an intuitive T pssl Area “ﬁ"“""""_[_l —
installation and interface. Utilizing Active —-—i . - : L h
Directory, the application architecture 5_ : ;I bt-WebFilter  Firewall

integrates completely with the Windows workatition worketatlon

network, avoiding the glitches inherent in |

applications not designed for a specific environment and bt-WebFilteris part of an award winning suite of security
applications from Burstek. These feature-rich applications are

eliminating massive settings updates each time a user is L .
designed to work together or as standalone security.

added or changed. This total and seamless integration I . e . L
B Quick installation means the application requires minimal time to setup
allows for complete process automation. and is ready for deployment immediately.

B Easy administration utilizing MMC, the application is designed to “set and
forget,” freeing IT staff for more mission critical functions.

= = = Remote management allows administrators to manage the software from
A Se r I O U S U RL CO n t I’O I |_ I St. 0o globally remote workstations.

= Active Directory integration minimizes setup time and automatically
updates settings as users are added, leave the company or even switch
At the core of bt-WebfFilter technology is the URL Control departments, part of the “set and forget” function.
B Replication is a powerful feature for larger installations that have multiple
servers. With multiple proxies, you can keep all servers in sync with
base of literally millions of unique Internet domains that are filtering policies, Active Directory changes, and URL Category List updates.
¥ Real-Time monitoring means IT can react immediately to security
threats, preventing breaches or downtime.
scours the internet for new and changed content, classifying = Flexible management policies allow administrators to customize Web
access and content by user, categories, department, or business unit.
= Quota management allows administrators flexibility in granting access

protocols. Ultimately the accuracy of classification comes for non-work Internet usage by user, group, time, bandwidth, category, etc.,
with two levels of quota strictness & outcomes for exceeded thresholds.

List. This is an accurate and extremely comprehensive data-
predefined into 50+ categories. Our proprietary technology
Web sites into different categories based on pre-defined
from our team of expert Control List Technicians. Since

content on the Web is designed for human viewing, it takes SyStem Requ irements:

a dedicated team of professionals to apply that “human bt-WebFillter for MS ISA server requires a Windows 2000 or 2003 server

logic™ to the analysis and final classification of Web content. bt-WebFilter Standalone can be installed on a Windows 2000 or 2003 machine
~ Discover bt-Enterprise: Get Your Free bt-WebFilter Evaluation:
== To learn more about bt-Enterprise, Burstek’s suite of See for yourself why bt-WebFilter is THE serious Web

- Internet Security products (bt-WebfFilter, bt-LogAnalyzer
ﬂ and bt-MailFilter) visit our website at www.burstek.com
or call us toll free at 1-800-709-2551.

Filtering software.

Download your free trial product today at:
www.burstek.com/products/freeEval.aspx
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